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OS & DEVICES
Screen resolutions of 1024x768 
or above are recommended for 
optimal viewing

CONNECTIVITY

● If your networks use caching/proxy, make sure these servers have a bypass rule for 
ChalkTalk’s websites

● Access must be allowed to ports 80 and 443 to enable all components of the site to
work properly. The users must have access to the list of valid URLs (see Web Filtering
section).

● While any connection speed is acceptable, the solutions will perform at optimum 
speeds with a faster Internet connection. For best performance, bandwidth of 1 Mbps 
bandwidth per computer on average is recommended.

Chromebook OS 
latest version

Windows 7 
or higherOS 10.10

or higher
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● Cookies: All web browsers must have cookies enabled.
● Pop-Up Blockers: if installed, must be disabled or an exception must be created for ChalkTalk URLs

○ https://chalktalk.com

○ https://app.chalktalk.com 
● JavaScript: must be enabled
● Security Level Settings: Default settings supported;
● Images: Default settings are supported; Image Display must not be turned off
● Privacy Settings: Default settings supported; Maximum Privacy Setting (disabling cookies) not supported
● Character Set: It is expected that Unicode UTF-8 is set as the default character set.

BROWSERS To check latest version click the 
menu in the top right and go to 
Help > About Google Chrome

Google Chrome
latest version
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https://chalktalk.com
https://app.chalktalk.com


Core functionality
*.chalktalk.com
*.cloudfront.net
*.chalktalk-api.com
*.amazonaws.com/chalktalk-media/* 
firebase.googleapis.com
*.firebasedatabase.app

Chat support 
app.hubspot.com 
api.hubspot.com 
hubspot-rest.ably.io 
hubspot-realtime.ably.io 
js.hs-scripts.com

Access to Content 
accounts.google.com 
drive.google.com 
play.google.com
*.googleusercontent.com 
docs.google.com
*.learnosity.com 
files.masteryconnect.com
cdn.jsdelivr.net/npm/mathjax*
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WEB 
FILTERING
Locations that use a web filtering 
device, service, or other domain 
blocking mechanism should allow 
access to the following domains.



Monitoring and Security
*.nr-data.net
*.newrelic.com
*.nr-assets.net
*.nr-ext.net
*.ingest.sentry.io 
browser.sentry-cdn.com
*.datadoghq.com

Other
*.bootstrapcdn.com/
*.cloudflare.com
*.wp.com
*.mixpanel.com
*.segment.io
*.leadformly.com
*.mxpnl.com
*.googleapis.com
*.gstatic.com

WEB 
FILTERING
Locations that use a web 
filtering device, service, or other 
domain blocking mechanism 
should allow access to the 
following domains.
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chalktalk.com
chalktalk.academy
54.174.60.0/23
143.244.80.0/20
18.208.124.128/25
54.174.53.128/30
158.247.16.0/20
54.174.59.0/24
54.174.63.0/24
3.93.157.0/24
54.174.52.0/24
139.180.17.0/24
54.174.57.0/24
shared.hubspot.com
hubspotemail.net

Email support

WHITELISTING 
CHALKTALK 
EMAILS
Webmail systems should bypass 
spam filters for messages 
received from the following 
domains

Instructions for Office 365
Configure anti-spam policies in 
Office 365

Instructions for G Suite (Gmail)
G Suite Admin Help-Working with 
spam filters
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https://t.sidekickopen01.com/Ctc/RI+23284/cZqzH04/Jk82-6q7W5BW0B06lZ3lKW2Dtqcn1QrTZZW7Q2dzx8t1SfsMcwQ97mTLbFN2XQqrl8Jx2HW8Kmzwr5mzy02VYpPRK22rWj0W45LHky950BbdW5RD7H33NV9TgVygCT64t06mBN3JRQh-zpMWhW3dFFy15c5YgjN17LN9Dl8rhVVz8bCN1V6dTcW61pbNb1W0J4hW88p1lv4Zy_2xW8V8w5p1bgK8SW3fxm142xsLyPN7DRRJ-WTkLYdR3kW-04
https://t.sidekickopen01.com/Ctc/RI+23284/cZqzH04/Jk82-6q7W5BW0B06lZ3mBN82RcMyzMC5LW3xLwct39NLr9W4pblWs3f3BGwW4WCBCv1nb-5ZW2q843F2VKHSjW6CRnHS17JtlfW3Q-zJw7JQMh_VTyZTM7vR2_ZVZlS5x1CbYHGW8Wf4vn70kZzMV_N_4N8VfTcqW3NG4922zMN0qW1R_XBL6JpTBSW9dS1l27z10WhW1rg7ML1jgxFTW2R25Gt8HxYcXW7mWL9J51kM21N17dSk3cw58Rf6Ny8FR04
https://t.sidekickopen01.com/Ctc/RI+23284/cZqzH04/Jk82-6q7W5BW0B06lZ3n6Vzvgbs6gTtD1VJFfJr5wtPJbW1NGJTl2b41tsVKNqZy5FBMxfW87hLTc69w9g3W3LjcDJ8MvdV4W1drn4h98xsC8W49rxHy5ZTQ8nW7DsTkl5mjqjKW3f1b2D6rmPftVWHpgZ48mslnN8TT9tgdf192W330rHJ96WB57W93yPVp49w_GVW5zd7yf856cLNW38zBMh7q39cMW5v6kgk1NcvNsW4GV5T05lzddsf5JXZFC04
https://t.sidekickopen01.com/Ctc/RI+23284/cZqzH04/Jk82-6q7W5BW0B06lZ3pRN16BZZ5gSVd7W131LdH8D1q2GN2pFrdMrgVg5W8KWhcM7-VhhjW8lZB3J8wN9ktN92ml87jc8grW5S_t9T89kFL9W4v2Ftj5x4lCnW2Kqh1K7C44-QW5tv8Hp4C4P4fW33XR236xp0KgW3yvCPl4lXF26W1x385W6tp8FqW2BgRVn8MGnYXW7DdKR26R-5_PW2x34rq6Y3SQwW8wnfvZ1g3L2gW126KNk1yDd5Kf8Zpbx804
https://t.sidekickopen01.com/Ctc/RI+23284/cZqzH04/Jk82-6q7W5BW0B06lZ3nkW48fhhs7FBRX2W2L03CT1PBkPVN66sc5qF-zTwW1tHNW43zlDNyW8BHLF364WsKcW1QC_Ls43sPGJV-3jMF8-hY21V99FW930VMnlV8SvDz8FbVgHN4sm1Kn2v8HqW6sx58q1TdTGPN22csd3mjfDJW3VPdMj8bjrKQW8VXLWj9lpM52W8ST-2C8JKNRjW7b7khs6DtDksW8Lm-Zy4gyctKW7zMv2y3zjXYDf7RqpX604
https://t.sidekickopen01.com/Ctc/RI+23284/cZqzH04/Jk82-6q7W5BW0B06lZ3lMW4Ys4_46dHSN8N4plkQVDfQxXVTdsb12gKNw8W7nwHqr3PLM52N4c7rmdTTvNtW8NdQVl60WcMLW8kNTmM2n3p33W3xDjHS5ZLH8CW8GT94F1Phgl4W8bMgyP2xFh-3W5SXhC22ZrWV-W6Lx5HR6cSJb_MWW0jF9Z0VZW1y-FBM2j8VkCW5g3W816RX9q4VcDm6y4Nq5jQW3z2f_B3nwBPMW1nCJc15NFSCff1vZBmv04
https://t.sidekickopen01.com/Ctc/RI+23284/cZqzH04/Jk82-6q7W5BW0B06lZ3pMW3n9pN97TyfSMW7bMFnt7Gl637W98QD1K3nn8jkW5JBqgx2cz_4zVRtVh84gc69cW4jvF6n14Bf-3W75N7Kl4S7S0XW6fGH9f1B91SzW29K7Q33_3kFtW5QKsGP2ktWdrW9jmVdf8tk9PJW4p9GbF7vt0yZW5NR6QB4qP-RYW3YB20v53jzcpW2lnx2j2KT1N7W5v0Pcl1Nn2Y5W7xd6dj1j9X_gW7Mfxzc5qwPFJf4tRYR004
https://t.sidekickopen01.com/Ctc/RI+23284/cZqzH04/Jk82-6q7W5BW0B06lZ3pXW19T63N4_CVDvW6-BlSN3kc3zpW7XmKJ51rhtb-W7BsLNx2kwRhzW57VJLh6sCRF9W1ygsF02Wcp04W1l7h729fF0cTW5mrF0d6Py5KJW8yfmwk2zbTdHW5VsCyt6lzXtvW5np7964SwvXTVz8bBc6w-pj1W1yhQHr6jmL2vW4NvSHn50tr5sW6fh1Jr5SwYb_W2YvHjy33K2M4W5_RHng7nZvzHW4DL_wz1GHDqRf3sxQ4x04
https://t.sidekickopen01.com/Ctc/RI+23284/cZqzH04/Jk82-6q7W5BW0B06lZ3l_W10rnVk1BWWq6W4-9QnK4mChySW40nyzq1nQrkTW93Mk2d8dtcGPW5F27vl4xmYRtW595cw16fq4DgW3sKKV386c6DyW683zJq4F2nhQVzJx8r4s0kGZN7j0Mf8Ys5QJW30mnB-2N40GvTNZq12y_CVHW3sL9ND49VwfSW7FHSG-8ws3pkVMC-wB6BGRcxW1zwZRk83PYFgW643lWZ1MzyZyN7v8pcLXNjLMf7JMV9g04
https://t.sidekickopen01.com/Ctc/RI+23284/cZqzH04/Jk82-6q7W5BW0B06lZ3pdW8kHnPF8BPtG2W15CRNd76SD5FW5K6qlC8xhstVW5j54SC4FKkQBN13p8cdgc-mMW74jsGN6M4zDGVzY1GS4V9rsgV6m7VC85DfNFMH7sR_ky8-dW4b76HD1yxh73W7k71mq6nWcCXW7ygkFb5rFZxdN3Ls04b259kvW16qnrT5JKnqWW1XyRFc9fqSZjW8RDy6m1ZHq8WW8frQrc4BCBplW3sJtd64_F5ynf4KrWbx04
https://t.sidekickopen01.com/Ctc/RI+23284/cZqzH04/Jk82-6q7W5BW0B06lZ3nCW5bkKMl6R1153W52zLY26C-R6TVtW-_-7LN6ZsV795-m8qp9x8W43JgFX1fgS1CW4TF_dL2SRPr7N6gFf5ylqrNKMphyjbWRbnHW3zQdCp55S-BxW3cFlqb4h0ypsVjPsPb2qzLyvW4xM3wG3sf8H2W6KkZjg8GRJrxW7WzvVp2psTtQW2SQPc141r2YDW5RV8GC23xhwQN6mn3xhwD6kkW2dbZX42k19cGdNFPZq04
https://t.sidekickopen01.com/Ctc/RI+23284/cZqzH04/Jk82-6q7W5BW0B06lZ3k-VLxYF45v25pZW5tFCMk4z5X1CW5Fr85S1JMTVKW813vgF9gz99MW8-nLll8MmpLgW5Y6nrw2p90J_V4PqTb8CkNHtW7FJVg86Q_5WWW5BSq2q744tVGW7HRTnv2bDZGjW8g-dXr97ZXCqW1t-jTn8LSfXGW8NcX6D7_GPPjW6nmBRc6CPJS2W27nsWJ8HzRv2W4sTQ6H8r9pc2VH58SB3ZkGcFN6r67DSkVQWPf2LT8LK04
https://t.sidekickopen01.com/Ctc/RI+23284/cZqzH04/Jk82-6q7W5BW0B06lZ3msW3w4gc259pKdfW8KppV18dQslTW20XDz92vg-9NN5jFn4jJwfdrW7NXTgH5mKfvxW2zNh9n3fZ0z7W7cS7q98SMZLSW5f80-d2wgryHW8hDJYW2-lNbLW1Qnxnm8pK9HRW67W5zk7TKLKFW4Lcmrw591tHSW2c_fRW6vhFtpW7H570059vCN7W5wjxQX6KQl-WW8Y5GB58MLtDxW9c2lYR3q05jKVwkl408Wf86tf6GZ8N204
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/configure-your-spam-filter-policies
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/configure-your-spam-filter-policies
https://support.google.com/a/answer/2368132?hl=en
https://support.google.com/a/answer/2368132?hl=en

